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X2 Ethernet and Wi-Fi communication Web Interface
Operation Manual

This manual describes how to access and use the integrated webserver of the X2 Ethernet and Wi-Fi communication
module.

The webserver provides a web interface to access the controller in order to change the connection settings and to operate
the controller.

The actual web server runs on the X2 communication module. The information is stored in the non-volatile memory of the
Ethernet and Wi-Fi X2 communication module Modbus TCP or BACnet/IP.

Content Overview

1 ] Yo [Tt o 2
2 DA =T o I gL = ol AV oY= 2
3 Connect and 10g 0N 0 X2 WD INterface ..uuuviiiiiii i e r e e s s e e s e e e e e n e e e nrnenenanans 3
4 L 1T T 0 = T = 4
5 LI LSSl aT=Te LU =T = o = PPN 5
6 (OfeTp ] d o] |11 @ AV YA oY o =Y [PPSR 7
7 LI L ==Yt ] T 3 o =T 8
8 LI V=T =X 1 o [ 0T T 1 9
9 JAYe (VY aTor=Te I T [ o F-J oY= [ [T PP 10
Doc: 70-00-0952A V1.5, 20220420 © Vector Controls GmbH, Switzerland Page 1-12

Subject to alteration www.vectorcontrols.com



A , X2 Web Interface
VECTOR OPERATION

1 Introduction

To successfully establish a connection of an X2 TCP/IP controller over Wi-Fi / Ethernet to a WLAN / LAN the following
requirements must be met:

1. An ethernet or/and WI-FI router
2. A TCP/IP capable X2 controller (see types below)

Six different types of TCP/IP product options are available:

Network Type | Network X2 Com. Module | Function / Communication
Connection Type Option
-ETM Modbus TCP with Ethernet plu
Ethernet (LAN) Ethernet plug . plug
(R145) -ETB BACnet/IP with Ethernet plug
Internal Wi-Fi -WIM Modbus TCP over Wi-Fi with internal antenna
o antenna -WIB BACnet/IP over Wi-Fi with internal antenna
Wi-Fi (WLAN) P
External Wi-Fi -WEM Modbus TCP over Wi-Fi with external antenna
antenna -WEB BACnet/IP over Wi-Fi with external antenna

All devices include EasySet over TCP/IP support and an embedded web server which is accessible by a web browser
through the IP address of the X2 controller.
1.1 Assumption

For all following descriptions in this document, it is assumed that the X2 controller is in the factory default state and
TCP/IP configuration is set according to the "Wi-Fi and Ethernet Communication Manual".

For information on how to set TCP/IP communication, refer to document 70-00-0900 "Wi-Fi and Ethernet
‘ | Communication Manual"
The manuals can be found on our website www.vectorcontrols.com.

More detailed information on the X2 Modbus or BACnet communication setup can be found in the 70-00-0925
"X2-Modbus TCP" manual for the Modbus TCP module or in the 70-00-0899 "X2-BACnet IP" manual for the
BACnet/IP module.

The manuals can be found on our website www.vectorcontrols.com.

2 X2 Web Interface overview

Overview

The actual web server runs on the X2 communication module. The information is stored in the non-volatile memory of the
X2 communication module.

Ci) Depending on the X2 device used, the configuration and the user login, the content of the web page may differ.

A © W ¥ < vecror NEZN ENS

Figure 1: Menu bar for X2 device with Ethernet communication (sample)
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Figure 2: Menu bar for X2 device with Wi-Fi communication (sample)

User Interface

Use the edit button to:

N
’ 1. Edit the associated name of an object (loop-, input-, output-, schedule, domain-name, ...).
Altered names are permanently saved in the X2 communication module.

2. Change associated settings of an object (controller time, weekly-, annual-schedules, ...).
Altered settings are permanently saved in the X2 communication module.
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X2 Web Interface

3 Connect and log on to X2 Web Interface

Procedure

1. Connect your client (computer, mobile phone) with the X2 controller directly or via a router

a.
b.

Wi-Fi:

Access point mode or station mode
Ethernet: Point to point or via router

OPERATION

2. Open a web browser and enter the X2 controllers IP address or domain name and login to the X2 web interface
with the default login information: Username = “admin”, password = “admin”

@ For other user logins, refer to chapter 9, page 10 in this document

For additional information on how to connect the X2 controller to a WLAN or LAN network, refer to

document 70-00-0900 "Wi-Fi and Ethernet Communication Manual".

3.1 Wi-Fi
Access point mode (AP)
Situation
KR - > =
L ] L ]
X2 Controller .
(AP) Client

Connection | The X2 controller provides an access point with a fixed IP address or domain name.

Any client (Wi-Fi capable device, computer, mobile phone) can connect to this access point.
Security . This connection is encrypted.

It is strongly recommended to change the Wi-Fi credentials only in this mode.
Station mode
Situation
Client
X2 Controller
(station mode)

Connection | The X2 controller and the client connect to an access point (WLAN provided by a Wi-Fi router or Wi-Fi

access point).

The SSID and password information must be configured over the X2 web interface in access point

mode.
Security . This connection is not encrypted.

Please make sure that the WLAN access is protected and only given to authorized personnel
3.2 Ethernet

Point to point connection

Via router / switch

X2

Controller

D B—

Client

X2

Controller Client
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4 Home page

A In the "Home" menu

X2 Web Interface
OPERATION

1. The control loops and the corresponding control loop input values are displayed in separate boxes.

The loop set points can be adjusted.

2. Manual outputs are displayed under “Manual output control” and can be adjusted. The displayed
value is the set point and not the actual value. If delays are set, the actual output value may differ.
3. Under “Controller” general controller settings can be adjusted such as the temperature unit

(°C / °F) and the controller operation state

Depending on the X2 device used, the configuration and the user login, the content of the web page may differ.

Only correctly configured loops are displayed.

A ¥ &% Vecror

p Domain name:
Home # VectorAP-98
LP1 Temperature Office rd LP2 Temperature Meeting room rd

Input value 21 8 oC Input value 222 OC
Setpoint 22 Teo | = - Setpoint 384 |c| + =

Fan speed AUTO

@ Manual output control

ID Name Setpoint
AO1  AO1 # 50 % + | -
DO4  Binary output 4 ri OFF
DO5  PWM output 5 ra 0 o |+ =

@ Controller
State On (@ ) off
Unit c@ )

Heating (:.) Cooling
H/C mode

Auto C] Fan only

TCX2-40863, V14R9 Restart

Name

(] rcentify
connected o

Figure 3: Home Menu (sample)
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5 Time Schedules page

Use the "Time schedules" menu to:
1. Generally enable / disable time schedules
2. Program weekly time schedules
3. Program annual (holiday) time schedules
4. Set the clock of the controller (controller time)

@ Up to 12 time and weekday programs or annual holidays can be programmed.

While a holiday schedule is active, the controller will be in the OFF-mode!

Other weekly schedules will still be active. It will still be possible to manually override the controller while in
holiday mode.

@ Depending on the X2 device used, the configuration and the user login, the content of the web page may differ.

A W § ¢ Vvecror
Time schedules @

Enabled (@ ) Disabled

- —

ID Name Object Active days Time Setpoint Edit
1 Weekend ECO rd OF M TWTIREES S 18:00 E S
2 | Normal 2| | [or Brwress o600 N P
Add new +
N — >
ID Name Holiday start Holiday end Edit
3 Holiday Winter rd 05/02/2021 12/02/2021 Y Ak}
4 Holiday automn rd 20/03/2021 26/03/2021 Y Al
Add new +

Controller Time: 07/12/2021 11:08 4

connected ‘ >

Figure 4: Time Schedules Menu (sample)
Usage

Pos | Function

4 If the controller time is wrong, please use the edit button in order to correct it. By default, the computers
time will be loaded as proposal. It can be manually edited before saving.

5 For setting annual holidays the day and month are used only. The year has no meaning.
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5.1 Weekly Time Schedules

5.1.1 Object and Setpoints
The following objects and associated setpoints are available:

Object Setpoint

OoP Operating mode:

OFF = protective operation

ECO = Unoccupied, reduced operation
ON = Occupied, normal operation

LP n Control loop setpoint LP1-LPx:*

No unit, °C/°F, %, Pascal (according to the X2 configuration)
AO n Analog output position of AO1-AOx:**

0 -100%
FAN n Fan control, fan speed of FAN1-FAN2:

Fan speed 0-3

Auto mode (Auto)

DO n Digital output position of DO1-Dox:***
On = Enabled

Off = Disabled

* The number of available control loops depends on the used X2-controller
*ok The number of available analogue outputs depends on the used X2-controller
***  The number of available digital outputs depends on the used X2-controller

Ci) Schedule time is rounded down to the next 15 minutes (00, 15, 30, 45).

Ci) Tipp: Use up/down arrow key to set the time (hours and minutes).
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6 Controller Overview page

it In the "Controller Overview" menu:
1. Values /states of the different inputs and outputs are listed

X2 Web Interface
OPERATION

@ Editing of names is only available for the user login "Admin" and "User".

@ Depending on the X2 device used, the configuration and the user login, the content of the web page may differ.

© W § & vedron [NEEN ENE

Control overview

@ Control loops

ID Name Input value Setpoint Demand Status

1 Temperature Office rd 21.8°C 22°C N/A heat

Temperature Meeting room
222°C 384°C 100.0% heat

N
LY

ID Name Value
UM Office Temp rd 21.8°C
VI9  Meeting Room Temp rd 2D

@ Analog outputs

ID Name Value
1 AO1 rd 50 %
2 AO2 rd 100 %

@ Digital outputs

FAN module

ID Name Value

1 Module 1 V4 Fan speed: 1

Binary outputs
D Name State
4 Binary output 4 rd OFF

ID Name Value
5 PWM output 5 rd 0%
DO1 DO2 DO3 DO4 DO5 DO6
ON OFF OFF OFF OFF OFF
connected o

Figure 5: Control Menu (sample)
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7 WLAN settings page

— Use the "WLAN" menu to:

- 1.

2.
3.
4.

Set IP address and DHCP mode

Set gateway and subnet mask

Connect to a WLAN which can be chosen from a list of scanned SSIDs (WLAN access points)
Change access point SSID name (=domain name) and password. No spaces are allowed. Please
note that you will lose the connection if you change the SSID name while connected to the access

point. By pressing the domain name you are able to access the webserver via
“domain-name.local” instead of the IP address.
5. Load predefined TCP/IP configuration files

The X2 web interface supports the loading of a predefined TCP/IP configuration file.

Please contact Vector Controls support for information on the format and structure of the configuration file.

@ Depending on the X2 device used, the configuration and the user login, the content of the web page may differ.

A W = & vecror

WLAN

You are connected to the WLAN: VECTOR-GSM
and your IP address is: 192.168.170.101
Domain name: VectorAP-101

Connect to WLAN
Name (SSID) Enter SSID
Password Enter password

Connect

Available WLAN access points

Name (SSID) RsSI
VECTOR-GSM all 57
VECTOR_CH dlll -76
Akihabara «ll -87

X2 access point / domain name configuration

SSID / Domain Name VectorAP-101 Vd

Password Change password

Load configuration file

Load configuration file | Datei auswahlen ‘Ke;ne sgewahlt Upload

connected O

® staticlP 192.168.170.101
Static / dynamic IP —_— 1
DHCP
Gateway IP 192.168.170.1
—=:f\2)
Subnet mask 255.255.255.0

Figure 6: WLAN Menu (sample)
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8 LAN settings page

o Use the "LAN" menu to:

1. Set IP address and DHCP mode

2. Set gateway and subnet mask

3. Change access point SSID name (=domain name). No spaces are allowed. Please note that you will
lose the connection if you change the SSID name while connected to the access point. By pressing
the domain name you are able to access the webserver via “domain-name.local” instead of the IP
address.

4. Load predefined TCP/IP configuration files

The X2 web interface supports the loading of a predefined TCP/IP configuration file.

Please contact Vector Controls support for information on the format and structure of the configuration file.

@ Depending on the X2 device used, the configuration and the user login, the content of the web page may differ.

A © 9

Ethernet

IP address: 192.168.10.98
DHCP: Disabled
Domain name: VectorAP-98

LAN IP Settings

® staticip  192.168.10.98
Static / dynamic IP

DHCP

Gateway |P 192.168.170.1

Subnet mask

255.255.255.0

Connect

X2 access point / domain name configuration

SSID / Domain Name VectorAP-98

Load configuration file

Load configuration file ‘ Choose File ‘ No file chosen Upload

% Vecror

Nl

connected o

!

Figure 7: Ethernet Menu (sample)
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9 Advanced settings page

Use the "Advanced settings" menu to:
'FL::S 1. Manage user accounts
2. Perform firmware upgrades of the TCP/IP communication module or web server
3. Load predefined TCP/IP configuration files

X2 Web Interface

OPERATION

The X2 web interface supports the loading of a predefined TCP/IP configuration file.

Please contact Vector Controls support for information on the format and structure of the configuration file.

@ Depending on the X2 device used, the configuration and the user login, the content of the web page may differ.

Advanced settings

Account management

Logged in as Admin Change password

Allow user account
Allow guest account

Permissions

Communication module

Firmware version AEX-IP AEX-IP V10R2 / IMG V10R2 Restart module

| Choose File | No file chosen Upload
Firmware upgrade ready

IJ.oo%

‘ Choose File |No file chosen Upload

Web interface upgrade ready

IJ.oo%

Load configuration file

Load configuration file ‘ Choose File ‘ No file chosen Upload

A M ¢ S VecTor

connected O

|

&

&

Figure 8: Advanced Menu (sample)

9.1 Account management
The X2 web server supports the three user levels: "admin", "user" and "guest".

@ The X2 web interface usernames are fixed as “admin”, “user”, “guest”.

The user permissions are fixed to the usernames and can be seen in the “user permissions” table below.

9.1.1 Change password

1. Login as "admin", "user" or "guest". The default usernames and passwords are listed below:
a. admin / admin
b. user / user
C. guest/ guest
2. The password of all the different user level can only be changed in admin mode.
The user level "user" can change his own password too.

Tipp: Save the empty password if no password is requested.
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X2 Web Interface

OPERATION
9.1.2 User permissions
Username Read Write Change web Change Change IP | Manage Firmware
controller controller interface password settings users Upgrade
data data names
admin X X X X X X X
user X X X X
guest X X
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Smart Sensors and Controls
Made Easy!

Quality - Innovation - Partnership

Vector Controls GmbH
Switzerland

info@vectorcontrols.com
www.vectorcontrols.com/
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